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One of the major milestones of cybersecurity was the creation of a computer “worm” in 
1988 by a Cornell graduate student named Robert T. Morris. The goal was to create a 
self-replicating program to expose deficiencies in security protocols used by computer 
networks. This worm was the first of its kind, designed to avoid detection and spread 
across as many computers as possible.

Instead of minimal computer interference, the worm spread rapidly and self-replicated 
multiple times on machines around the country until they crashed. Efforts to remove the 
worm and return computer networks to full functionality ranged from $200 to more than 
$53,000 at each installation. The impact was far beyond the scope of intentions Morris 
had when he first created the worm and he became the first person convicted under the 
Computer Fraud and Abuse Act.

From K. Kempf, "Historical Monograph: Electronic Computers Within the Ordnance 

Corps" The ENIAC, in BRL building 328.

Cybersecurity: A Brief History

The Morris Worm set a major precedent for protecting vulnerable computer 
networks and triggered new research into viruses and malware. Computer users and 
organizations learned they needed to take cybersecurity seriously to protect their 
devices and data.

Today there are entire professions designed to meet cybersecurity needs. The world 
relies on cybersecurity professionals to keep information safe from external threats by 
locating vulnerabilities in databases, networks, hardware, firewalls, and encryption.

http://groups.csail.mit.edu/mac/classes/6.805/articles/morris-worm.html
https://scholar.google.com/scholar_case?case=551386241451639668&hl=en&as_sdt=6,36
https://www.fbi.gov/news/stories/morris-worm-30-years-since-first-major-attack-on-internet-110218
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Cybersecurity: A Field of Opportunity
The field of cybersecurity offers many career paths 
in the public and private sectors. From generalists 
working to secure a single mainframe to specialists 
who develop and maintain large-scale mitigation and 
response plans, cybersecurity roles range widely in 
duties and scope.

No matter where they find themselves, all successful 
cybersecurity professionals excel in information 
technology and understand their importance in 
safeguarding critical infrastructure, assets, and the 
public. Part of every cybersecurity job involves staying 
on the cutting edge of the technological curve through 
continual training and up-to-the-minute knowledge of 
cyber-risk mitigation.

A typical day in the life of a cybersecurity professional 
can involve maintaining and securing software and 
hardware, investigating attempted attacks, responding 
to security breaches, researching best practices, 
and performing vulnerability assessments and 
penetration tests.

Top Cybersecurity Job Titles

Cybersecurity analyst

Cybersecurity consultant

Penetration or 
vulnerability tester

Cybersecurity manager

Network engineer

Systems engineer

Systems administrator

Top Tasks for Entry-Level Professionals

Document processes 
and procedures

Reporting (developing 
and producing reports)

Incident response

Alert and event monitoring Using scripting languages
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Network Security Administrators

Network Security Administrators Network Security Administrators are tasked with 
keeping computer networks up-to-date with current security protocols and ensuring 
they run efficiently. Companies operate a range of systems, including networks for 
multiple computers and software programs. The Network Security Administrator is 
responsible for coordinating these systems.

Depending on the size of the company and the complexity of its network, a Network 
Security Administrator can have a broader or narrower set of responsibilities. According 
to the Occupational Information Network (ONET), these are the tasks a Network Security 
Administrator is likely to perform:

Network Security Admins handle the backend (network infrastructure hardware and 
software), and the frontend (supporting and maintaining the end-user experience).

Network Administrators must be organized and ready for any issue that arises, 
as they tend to work simultaneously on multiple projects, moving between 
responsibilities, roles, and teams. The ability to manage workflow and maintain 
balance is crucial.

 | Diagnose and repair issues, potential threats, and backdoors within the network

 | Improve networks and systems via continual monitoring

 | Install computer systems and networks

 | Maintain, repair, and upgrade computer systems and networks

Careers in Cybersecurity
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 | Assessing a company’s computing requirements 
and vulnerabilities 

 | Developing and testing upgrades to the network 
according to the company’s needs

 | Establishing network security measures 

 | Managing the development and growth of 
the network

 | Monitoring performance and usage of 
the network

 | Planning recovery and backup systems

 | Scheduling maintenance and implementing 
preventative measures

 | Supervising technical staff

Network Security Managers either manage the 
IT networking team within an organization or work 
for an IT consultancy, offering third-party services 
to various clients.

These professionals are generally tasked with 
the following:

To ensure systems are secure and operating efficiently, Network Security Managers 
tend to work closely with the IT department and with senior managerial staff.

Network Security Managers02
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 | Maintaining and upgrading security measures

 | Providing technical support for new and current projects

 | Routine automation

 | Supervising current staff

 | Training new staff

 | Troubleshooting

System Security Administrators

Maintaining the day-to-day operations of computer networks is critical for every 
company. The System Security Administrator, or SysAdmin, meets user needs via 
acquiring, installing, and upgrading computer hardware components and software for a 
range of activities. These activities can include:

System Security Administrators are tasked with the maintenance, configuration, and 
ongoing operation of computer systems, such as servers that host multi-user computers. 
SysAdmins are responsible for maintaining adequate uptime, resources, security, and 
performance within a set budget.

SysAdmins act as the protectors or gatekeepers of a company’s computerized activities. 
From the simplest tasks like creating a user profile for a new employee to larger ones such 
as providing system support for a big project, the duties of a SysAdmin are key to the 
broader organization.
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SysAdmins are 
the gatekeepers 
and protectors 
of a company's 
digital efforts.”
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 | Extranets (External Network Connections)

 | Intranets (Internal Network Connections)

 | Local Area Networks (LANs)

 | Wide Area Networks (WANs)

Network Security Engineers

Network Security Engineers, also known as 
Network Architects, are responsible for managing 
an organization’s computer network. They maintain 
a productive, secure computerized work environment 
for all employees.

Network Security Engineers manage the following 
data networks:

Organizations utilize a customized approach for their network needs. While some may 
require only one engineer dedicated to the maintenance and support of the network, a 
larger organization may need a global team working beneath a senior Chief Technology 
Officer or Chief Information Security Officer.

Successful Network Security Engineers demonstrate strong intuition, analytical 
capability, the ability to predict the communication flow of an organization, and the 
ability to discern what type of communication should be proposed to management.
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Cybersecurity: An Understaffed Industry

Cybersecurity professionals are in high demand across all sectors. The need for  
highly-skilled IT Security Managers, Network Security Admins, Network Security 
Engineers, and Network Security Managers is increasing rapidly as organizations invest 
in faster, more advanced networks and technologies to manage their daily operations. 
Projections show that the demand for qualified cybersecurity professionals will continue 
to rise for the foreseeable future.

The bottom line is this: there are too many open positions and not enough candidates 
to fill them. Companies have no choice but to entice potential employees by offering 
higher salaries. As time passes, companies are spending more on cybersecurity, and 
that trend is bound to continue.

https://cybersecurityventures.com/jobs/
https://cybersecurityventures.com/jobs/
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 |  AWS Certified Cloud Practitioner

 | Cisco Certified CyberOps Associate

 | LPI Linux Essentials

 | CompTIA CySA+

 | CompTIA Network+

 | CompTIA Security+

 | (ISC)² SSCP – Systems Security 
Certified Practitioner

Pursue an industry-recognized cybersecurity 
certification for maximum marketability:

Should I Earn a Degree in Computer Science or a Certification 
in Cybersecurity?

This is a difficult question that only you can answer for yourself. It varies from person to 
person, depending on the stage of their career and short- and long-term career goals. 

For some candidates, a four-year degree is not a viable option. Faced with steep 
demand for qualified cybersecurity candidates, many organizations do not require 
a computer science degree as a hiring condition for every cybersecurity position. 
Bootcamps and other certification programs can offer a shorter, less expensive path to 
the skills and training employers want.

There are two ways to break into 
cybersecurity or IT:

 | Earn a degree in computer science

 | Gain certifications via intensive training

What Is the Solution?



To learn more about how to get qualified for a career in 
defensive or offensive cybersecurity, contact us or schedule a 

call with one of our cyber admissions advisors.

4400 Massachusetts Ave. NW, Washington, D.C. 20016

(202) 888-4202

https://digitalskills.american.edu/programs/cybersecurity-professional/

https://digitalskills.american.edu/contact-us/
https://www.facebook.com/AUDigitalSkillsProfessionalPrograms
https://www.instagram.com/AUDigitalSkills/
https://www.linkedin.com/authwall?trk=gf&trkInfo=AQGIlxvyTl77fwAAAXxFQo2QHKu_jp2LjxGMwV1jYMIgUDHOFgQGv894AxIn-v0qDZ0NaVZZZtQQi_sKsccFYA-JvCVTjZXFTYbQJhySVtoPrTR4nsvZfTAdFNcvVydiaupTkrE=&originalReferer=&sessionRedirect=https%3A%2F%2Fwww.linkedin.com%2Fcompany%2Faudigitalskillsprofessionalprograms%2F
https://digitalskills.njit.edu/
https://digitalskills.american.edu/programs/cybersecurity-professional/

